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ABSTRACT
Previous research has highlighted various sources of stress that accountants face in their work
environment, such as excessive workloads, performance evaluations, and role ambiguity or
conflict. This study focuses on a specific type of work-related stress experienced by accountants:
information security policy (ISP) stress. While a strong ISP can help prevent information
security-related fraud within an organization, the need to comply with these policies adds extra
pressure to accountants who are already under considerable stress. This added ISP stress may
increase the likelihood of accountants intentionally violating the policy. The study examines how
accountants cope with the intention to violate ISPs under such pressure. Specifically, it explores
two rationalization mechanisms—displacement of responsibility and diffusion of
responsibility—and considers how perceived organizational distributive and procedural justice of
the ISP can influence accountants’ intention to violate these policies.
Keywords: Information security policy, Work stress, Displacement of responsibility, Diffusion
of responsibility, Distributive justice, Procedural justice
INTRODUCTION
Organizations implement information security policies (ISPs) to govern employees' use
of information technology (IT) and safeguard digital assets. Non-compliance with these policies
increases security risks and vulnerability to cyberattacks (Li et al. 2018). Insider threats
accounted for 22% of security incidents in 2021, a 68% increase from 2020, with organizations

spending an estimated $15 million annually on insider threats—an increase of 34% over the
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previous year (Bassett et al. 2021; Proofpoint 2022). Employee-related missteps contributed to
approximately 85% of data breaches (Hancock 2020).

Organizations face various threats, such as unauthorized access that enables data
alteration, corruption or theft, failure to maintain backups, and the misuse or theft of computer
equipment, all of which can damage an organization’s reputation. To mitigate these risks,
organizations invest heavily in behavioral security measures, including ISP development,
training, and technological updates (Willison and Warkentin 2013). However, such measures
impose additional burdens on already overstressed employees, requiring compliance with
extensive security regulations (D’Arcy and Teh 2019; Johnston et al. 2019). Consequently,
voluntary ISP violations, such as password sharing, insider information leaks, and unauthorized
system usage, persist despite organizations' preventive efforts (D’Arcy et al., 2014). ISP stress,
stemming from demanding security requirements, significantly influences these violations,
particularly among accounting employees (D'Arcy et al. 2014; D’ Arcy and Teh 2019).

The increasing prevalence of cybersecurity threats poses substantial challenges for
accountants and auditors, who play a critical role in ensuring compliance with ISPs. Accounting
professionals are tasked with quantifying the financial impacts of cybersecurity incidents and
providing accurate disclosures to stakeholders. Recognizing the growing importance of
cybersecurity, the American Institute of Certified Public Accountants (AICPA) has integrated
cybersecurity considerations into the Certified Public Accountants (CPA) Evolution Framework.
These advancements underscore the urgent need for a deeper understanding of how ISP-related
stress influences violation behaviors among accounting employees, as this insight is essential for

improving compliance and mitigating risks (Janvrin and Wang 2022; Vien 2021).

LITERATURE REVIEW
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From a theoretical perspective, the fraud triangle theory is unique to the accounting
intentional fraud realm, which can be extended to examine accounting employees' intentional
ISP violation behavior. The three factors that make up the fraud triangle are (1) opportunity, (2)
pressure, and (3) rationalization. The opportunity arises for intentional fraud when there is an
absence of controls, ineffective controls, or the ability to override controls. Work stress or
environmental stress may exert pressure or provide an incentive for employees to commit fraud.
Finally, rationalization is an attitude or state of mind that allows an individual to make a
conscious decision to use any means to present fraudulent or misrepresented information for
personal gain (e.g., asset misappropriations, fraud) (Carcello and Hermanson 2008; Murphy and
Dacin 2011). Studies in the accounting literature have found that the three dimensions of the
fraud triangle are all critical in explaining the likelihood of fraudulent behavior.

Nevertheless, despite this widespread circulation of the fraud triangle theory, it has also
been the subject of considerable debate and criticism in recent years on the equal weights of the
three elements in different contexts (Free 2015; Murphy and Free 2015). The fraud triangle
suggests that the perpetrator has a non-sharable problem grounded in pressure. When aligned
with opportunity and rationalization, an otherwise "good" citizen succumbs to committing fraud,
known as the accidental fraudster (Ramamoorti et al. 2009). A predator is better organized and
has devised more complex concealment schemes (Kranacher and Riley 2019; Kranacher and
Stern 2004). The predator modifies the functional fraud triangle antecedents: pressure and
rationalization are unnecessary, and the sole element is opportunity (Dorminey et al. 2010;
Lokanan 2015). Therefore, the relative importance of the fraud triangle's three elements depends
on the violation's context. This research-in-progress paper does not assume that accounting

employees are "predators" but rather "accidental fraudsters" when committing ISP violations.
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The key elements associated with accidental fraudsters are pressure and rationalization.
Accordingly, this paper posits that pressure and rationalization are critical factors in explaining
accountants' intentions to violate ISPs, particularly by considering rationalization as a potential
mechanism to explain the effect of pressure on intentional ISP violations among accounting
employees.

Information security literature has suggested the importance of employees' cognitive
appraisal of stress and their coping strategies, such as rationalization, on their ISP violation
intention (D'Arcy et al. 2014; Yazdanmehr et al. 2023). The theoretical foundation for the
rationalization construct comes from the moral disengagement theory, which argues that the
crucial precondition for managers to act opportunistically is due to the ability to disengage moral
responsibility from their action by self-justifying the action to make it compatible with moral
standards (Bandura 1990; Bandura 1999). Accounting researchers have noticed the imperative
role of the rationalization element of the fraud triangle in the context of accounting behavior
research (Chong and Wang 2019; Murphy 2012; Murphy and Dacin 2011; Murphy and Free
2015). For example, concerning rationalizing fraud, Murphy and Dacin (2011) identified the
following seven categories of rationalizations as (1) moral justification, by reconstruing an act as
being morally worthy, (2) advantageous comparison, by comparing the act to something worse,
(3) euphemistic labeling, or using convoluted language to make the act look better than it is, (4)
minimize, ignore, or misconstrue the consequences of the act, (5) denial of or blaming the
victim, (6) displacing responsibility by blaming someone else, and (7) diffusing responsibility,
by blaming everyone else.” Specifically, this research concentrates on responsibility
rationalization as justification for unethical behavior (i.e., intentional ISP violations) (Chong and

Wang 2019).
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In this research-in-progress paper, the displacement of responsibility specifically refers to
attributing personal responsibility to an authority figure. Individuals use this cognitive
mechanism to avoid responsibility by attributing his/her responsibility to an authority figure,
such as a manager or superior. The individual can shift the 'feeling' of being 'responsible' or
'accountable' from an autonomous state to an agentic state. This psychological shift results in the
individual feeling no responsibility for his or her action because any unfavorable consequence
can transfer back to the authority figure (e.g., My boss told me to do it) (Detert et al. 2008).
Accounting employees engaging in the displacement of responsibility may argue that they are
merely following instructions from their superiors and, therefore, are not accountable for their
decisions regarding ISP violations.

In contrast, diffusion of responsibility refers to attributing personal responsibility to
others. This mechanism allows an individual to avoid the responsibility of accepting the
unfavorable consequences of behaviors by dispersing blame among his or her peers.
Consequently, individuals engaging in such diffusion will have little concern for the
consequences of their decision, even if it will harm the organization (Mynatt and Sherman 1975).
Diffusion of responsibility exists when people believe that the harm associated with an
undesirable act is attributed to many people. Therefore, it keeps any one person from feeling
personally responsible (Bonner et al. 2016). For example, one easy way to diffuse responsibility
is to argue that 'everyone does it!' (McKimmie et al. 2003). Accounting employees engaging in
the diffusion of responsibility may feel their obligation is diluted or weakened when their
responsibility or blame is perceived to be shared with all other accountants and employees in the

organization. Rather than feeling personally responsible, these accounting employees may argue
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that they are not at fault because other accountants can also cause the consequence of intentional
ISP violations in the organization.

It is anticipated that, when confronted with ISP pressure, accountants will utilize
rationalization to justify wrongdoing or unethical behaviors, such as intentional ISP violations
(Bies and Shapiro 1987; Snyder 1985; Wood and Mitchell 1981). To further explore the
elements of rationalization, perceptions of organizational justice are proposed to influence
rationalization as a significant motivational factor contributing to violations of trust against the
organization (Rae et al. 2008). This research-in-progress further proposes to examine how the
perceived justice of an organization during ISP implementation may serve as a critical factor in
determining the target employees choose to hold accountable. Perceived justice will provide
situation-based influences on individual cognition and behaviors (Rupp et al. 2014). Therefore,
accounting employees can further decide how to rationalize the responsibility for their
intentional ISP violations.

Organizational justice research examines various motivators that may lead to employees’
perceptions of justice or injustice. Scholars have identified four dimensions of perceived
organizational justice — distributive, procedural, informational, and interactional(Colquitt et al.
2001). Previous investigations of negative outcomes of perceived organizational justice have
provided theoretical evidence featuring distributive and procedural injustice perceptions as
driving motivations for undesirable employee behavior (Colquitt et al. 2001). In contrast,
informational and interactional injustice perceptions explain employees' negative behavior after
the undesirable action has been taken.

Given that the focal phenomenon of this research-in-progress is intentional ISP violation

behavior, the analysis is limited to two types of perceived justice—distributive justice and
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procedural justice—to understand potential antecedents to ISP violation behavior better.
Distributive justice focuses on whether the allocation of benefits and costs within a group should
be proportional to the contributions of group members (Greenberg 1990; Greenberg and Folger
1983). Following the enforcement of ISPs, employees assess whether the increased security of
their computers and data justifies the inconvenience or other potential losses associated with ISP
compliance. If the inconvenience (disturbs the work of employees and reduces their work
efficiency) that the employees perceive is found to be greater than the actual benefits (rewards),
then accountants will perceive distributive injustice. This perception will cause employees to
blame the organization or managers for unreasonable ISPs (displacement of responsibility),
resulting in ISP violations.

In contrast, procedural fairness has been referred to as the judgments about the fairness of
the "rules and processes" (Greenberg and Folger 1983) to be objectively designed and applied. In
the context of this research-in-progress, the focus is on how individual accounting employees
assess whether ISPs are applied consistently to all accounting employees within the organization.
If procedures for detecting and punishing ISP violation behaviors do not appear reasonable, then
accounting employees may perceive procedural injustice within the organization. This reaction
will further cause the accounting employee to use the justification that other employees are not
required to follow the ISP to rationalize their violating behaviors.

It is anticipated that low perceived distributive justice will enable accounting employees
to adapt to the displacement responsibility. The displacement will place the blame on the
organization or manager who causes their ISP pressure, causing employees to rationalize their
violating behavior further. In contrast, high perceived procedural justice will deprive the

employee of adapting the diffusion responsibility, therefore unable to blame their colleagues who
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cause their ISP pressure and further rationalize their violating behavior. Therefore, the second
goal of this study is to investigate whether organizational justice will reduce the magnitude of
effects of ISP pressure on accounting employees’ responsibility rationalization of intentional ISP
violations.

Thus, based on the literature presented above, a proposed research model is presented in Figure
1.

Displacement of
responsibility

Distributive H2a+

s Hla+
justice

ISP prm HI1+

Intentional
ISP violation
intention

Procedural
justice

Diffusion of
responsibility

Figure 1. Proposed Research model
PROPOSED METHODOLOGY/CONCLUSION
Information security management controls are integral to an organization's internal
control framework, particularly in safeguarding and monitoring sensitive data. Effective IT
controls require a multifaceted approach, including understanding the factors that lead
accountants to deviate from ISP compliance.
The proposed methodology is to create a multi-study and mixed-method approach

involving, if possible, certified public accountants ranging from working in public accounting to
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other various industries. We hope this proposed research will contribute to theory and practice by
improving our understanding of how accounting employees' perceptions of organizational justice

influence their compliance with information security policies.
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