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ABSTRACT 

Phishing represents a pervasive form of social engineering, whereby the objective is to gain 

access to sensitive personal information through the use of deceptive emails. Despite extensive 

research on the internal factors – those inherent to the prospective target and beyond the control 

of organizational interventions – influencing phishing susceptibility, there has been 

comparatively little investigation of the external factors in a corporate setting. This study 

examined the influence of external factors, such as organizational context, environmental 

conditions, and the phishing attack itself, on phishing susceptibility within a corporate context. 

Towards this, a phishing campaign was conducted in a European-based manufacturing company. 

To identify all relevant external factors, we conducted interviews with employees targeted by the 

campaign and used a grounded theory approach. Next, we will investigate how configurations of 

external factors influence employee phishing susceptibility using a fuzzy-set qualitative 

comparative analysis (fsQCA). Thereby, this study seeks to contribute to the literature on 

phishing susceptibility. 

 

Keywords: Phishing susceptibility, phishing attack context, organizational context, situational 

context, qualitative comparative analysis 

 

INTRODUCTION 

Phishing is a form of social engineering, in which attackers primarily seek to commit 

identity theft by acquiring sensitive personal information, such as login credentials, for financial 

gain or reputational damage to their targets (Greene et al. 2018; Mitnick and Simon 2003; Wang 

et al. 2021). Email phishing is the practice of sending deceptive emails that contain links to fake 
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websites that look like legitimate ones. The growth in phishing attacks is alarming, with 2022 

marking a record year with over 4.7 million attacks and an annual increase of more than 150% 

since 2019 (APWG 2022). 95% of successful cyberattacks are due to human error (IBM 2019), 

underscoring the critical importance of understanding what shapes phishing susceptibility. 

The majority of extant research on phishing susceptibility has concentrated on either the 

phishing email attack itself or on the targets’ inherent factors such as personality traits, cognitive 

biases or cognitive processing (Frauenstein et al. 2023; Rahman et al. 2022; Wright et al. 2010). 

For example, individuals who engage in heuristic processing (rapid, automatic decision-making) 

are more prone to fall prey to phishing emails due to a reduction in critical analysis (Ayaburi and 

Andoh-Baidoo 2019; Frauenstein et al. 2023). 

While internal factors have been extensively studied, external factors, or contextual 

aspects that vary depending on the situation in which a phishing attack occurs, remain relatively 

understudied. External factors, such as organizational context, environmental conditions, and the 

phishing attack context itself, are beyond the individual's control. Only a limited number of 

studies have examined the influence of external factors, including corporate training, workload 

or organizational environment, on phishing susceptibility (Caputo et al. 2014; Jaeger and 

Eckhardt 2021; Wright et al. 2023).  

The majority of studies on external factors influencing phishing susceptibility have 

employed a quantitative methodology and were conducted in a university setting or with 

Amazon Mechanical Turk (Butavicius et al. 2022; Vishwanath et al. 2011; Williams et al. 2017). 

These studies concentrate on individuals outside the work environment rather than on employees 

in organizations, which may limit the insights that their findings provide into the role of the 

situational work context. Understanding external factors in the workplace is crucial, as 
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employees are confronted with more significant challenges, a variety of pressures, and a greater 

degree of responsibility compared to the relatively homogeneous environment of a university 

setting.  

To better understand external factors influencing phishing susceptibility, more studies in 

corporate settings with real phishing campaigns are needed. We conducted a qualitative study in 

an organizational setting using grounded theory and comparative qualitative analysis (QCA) to 

explore the possibility of additional external factors to literature. Furthermore, we aim to 

investigate how these factors interact and influence behavior during a phishing attack, thereby 

providing a more comprehensive understanding of the external dynamics at play. Therefore, this 

study aims to address the following two research questions:  

 Which external factors influence an individual's response to a phishing email in an 

organizational setting? 

 How does the interplay between external factors influence an individual’s response to a 

phishing email in an organizational setting? 

Thereby, this study makes two contributions to the existing literature on phishing 

susceptibility. First, this study will offer a more profound comprehension of the impact of 

external factors in an organizational setting on an employee’s phishing susceptibility. Secondly, 

by employing a QCA in a corporate context, this research will illustrate combinations of external 

factors which lead to phishing susceptibility. In essence, this approach strives to offer a 

comprehensive understanding of the intricate relationship between external factors and phishing 

susceptibility, thereby providing novel theoretical and practical insights. 
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THEORETICAL BACKGROUND 

Phishing research defines "susceptibility" through actions like clicking on a phishing link 

or providing personal credentials (Abbasi et al. 2021; Butavicius et al. 2022; Jaeger and Eckhardt 

2021). Some studies equate susceptibility with clicking (Moody et al. 2017), while others include 

disclosing credentials on fraudulent sites (Jensen et al. 2017; Wright et al. 2014, 2023). Clicking 

shows initial engagement, while providing credentials represents a deeper level of deception. 

Phishing susceptibility is influenced by a number of factors, both internal and external. 

Internal factors include cognitive biases and personality traits, while external factors encompass 

the organizational environment, workload, and characteristics of phishing emails. This research 

focuses on the external factors, which are beyond the control of the individual, and their 

relationship to both the attack and the organization. The following sections examine the impact 

of these external factors on phishing susceptibility. 

Attack-Related Factors 

Phishing attacks typically commence with the dissemination of deceptive emails, which 

are crafted with the intention of persuading targets that the message is authentic. In a manner 

similar to marketing, phishing emails employ persuasive tactics with the objective of prompting 

actions such as clicking on malicious links or providing sensitive information (Cialdini 2001). 

These tactics often rely on Cialdini's principles of persuasion: reciprocity, 

commitment/consistency, social proof, authority, liking or scarcity (Cialdini 2001). For example, 

the presence of authority figures can enhance the perceived credibility of a message, thereby 

reducing skepticism or the liking principle in phishing messages exploits the tendency of targets 

to comply with requests from those they perceive as familiar or likable (Garcia and Parra 2021; 

Lin et al. 2019; Qahri-Saremi and Turel 2023; Workman 2008; Wright et al. 2014). 
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External Factors at the Organizational Level 

In organizational settings, external factors such as reliance on IT support, time pressure, 

and learning experiences play a significant role in shaping susceptibility to phishing, rendering 

these environments more complex than university studies (Frank et al. 2022; Wright et al. 2023). 

For instance, those who rely heavily on IT support, and those who are less central to work-task 

networks are more susceptible to phishing attacks. Conversely, trust in formal platforms like help 

desks has been shown to reduce the risks associated with phishing (Frank et al. 2022; Wright et 

al. 2023). Furthermore, high time pressure and low resilience have been identified as factors that 

contribute to increased susceptibility (Wright et al. 2023). Prior phishing experience has been 

shown to reduce susceptibility (Jaeger and Eckhardt 2021). The effectiveness of training varies, 

with some employees demonstrating a tendency to disregard the content of the training (Caputo 

et al. 2014). 

All in all, the literature provides some first insight into which external factors may 

influence phishing susceptibility, but does not yet provide an in-depth understanding of how 

these factors interact in shaping susceptibility.  

METHOD 

Study Design 

The phishing campaign was a field experiment whereby phishing emails, appearing to be 

from the company's recently appointed CEO, were sent to employees (see Figure 1). This 

allowed for the study of employee behavior in a controlled setting. The email was constructed 

using artificial intelligence, publicly accessible data, and persuasion principles such as authority 

and urgency (Cialdini 2001). The employees were invited to review the CEO's vision via a link, 

which led to a Microsoft login page that imitated the company's standard practice. The phishing 
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page proceeded to tunnel requests to the legitimate Microsoft site, thereby enabling us to see 

which employee provided credentials. Of the 399 employees, 370 received the email, with 77 

clicking the link and 37 providing their credentials. This approach yielded valuable insights into 

phishing susceptibility while reinforcing cybersecurity awareness without causing actual harm. 

 

Figure 1. Phishing E-Mail of the Phishing Campaign 

Data Collection 

In this study, phishing susceptibility was defined as instances where targets clicked on a 

phishing link and provided their login credentials, thereby allowing unauthorized access to their 

account. 31 employees were interviewed, 19 of whom had been successfully deceived by the 

phishing email, while 12 remained uncompromised and have not clicked on the link. The 

interviews investigated the targets' memory of the attack, including the impact of email 

characteristics, work environment during the attack, emotional states, distractions, prior phishing 

experiences, and the efficacy of cybersecurity training. Conducted primarily in German, all 

interviews were transcribed and translated into English for analysis. 

Data Analysis 

We used ATLAS.ti for inductive data analysis to examine why successfully phished 

targets responded to our phishing email, focusing on the external causes which led to provided 

credentials. Subsequently, an analysis was conducted on the identified factors from the group of 

targets that had been trapped, in addition to a comparison group of targets that had not been 
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trapped. In a next step, the Gioia approach was subsequently employed to identify patterns and 

group similar first-order concepts into second-order themes, and finally categorizing these 

themes into three dimensions: attack context, situational context, and organizational context 

(Gioia et al. 2013) (see Figure 2). 

 

 

Figure 2. Data structure 
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Qualitative Comparative Analysis 

QCA is a method used to identify patterns across cases by examining combinations of 

factors that lead to specific outcomes (Mattke et al. 2022). In the present study, we will employ 

QCA in order to ascertain how the various external factors, identified via our Gioia approach, 

interact in order to influence phishing susceptibility. Unlike traditional variable-centered 

methods, QCA allows for the identification of combinations of factors that lead to a successful 

phishing attempt (provision of credentials) or resistance (no click). 

Each interview will be assessed individually, indicating the presence or absence of the 

second-order concepts identified in the Gioia analysis (see Figure 2). This approach allows us to 

evaluate not only the individual impact of external factors (independent variables), but also how 

different combinations of these factors relate to phishing susceptibility. For instance, factors 

identified from the Gioia method include high cognitive load, or dependence on IT security. 

Each factor will be calibrated to a fuzzy set format, whereby a value of 1 will be assigned 

if the factor was present and 0 if it was absent. The calibration process will entail a review of the 

interview data and an assessment of the presence of each factor based on the context described 

by the interviewee. The calibration data will then be summarized in a truth table, which is a 

fundamental component of QCA methodology (Mattke et al. 2022). This table encompasses all 

potential configurations of the factors and outcomes across all cases.  

We will then reduce the truth table to the most relevant configurations that explain 

phishing susceptibility. This process will facilitate the isolation of the primary combinations of 

factors that result in provision of credentials or no click. Finally, the minimal solutions will be 

evaluated to determine their theoretical validity and practical significance. 
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