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ABSTRACT 

The persistent challenge of ensuring employee adherence to information security policies 

(ISPs) has long been a central concern for organizations. While much research has focused on 

rational decision-making processes, the interplay between internal habitual behaviors and 

external organizational controls remains underexplored. This study delves into the comparative 

influence of habit—as an ingrained individual trait—and detection certainty—an organizational 

control mechanism—on ISP compliance. Using a survey-based online experiment, our study 

intends to expand our knowledge of compliance drivers and effects in stressful working 

environments. To the best of our knowledge, this study takes initiating effort in subjecting 

participants to real-time stress in an online vignette, where they are tasked with navigating 

compliance challenges within a limited time frame. We explore whether habitual behavior (an 

internal trait) or detection certainty (an external control) compete or complement each other 

when facing compliance challenges in stressful and non-stressful situations. With this we aim to 

contribute to the discussion on optimizing internal training and external controls to enhance ISP 

compliance in high-pressure environments. 

Keywords: Compliance Behavior, Information Security Policies, Stress, Organizational 

Controls, ISP Compliance, Habit. 
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INTRODUCTION 

Human error remains a critical vulnerability in organizational information security 

(Warkentin et al. 2004). Despite well-crafted ISPs, employees often exhibit non-compliance, 

driven by factors such as laziness, poor training, or a lack of motivation (D’Arcy and Lowry 

2019). Organizations rely on ISPs to mitigate insider threats and guide employee behavior; 

however, the persistence of insecure practices suggests that compliance cannot be solely 

understood through a rational, decision-making lens. While the deterrence theory has shown that 

employee’s detection certainty influences their intention to comply (D’Arcy and Herath 2011), 

the field of information security compliance has often neglected the non-rational, unintentional 

drivers of behavior. Habit, a well-established psychological construct, plays a critical role in 

shaping behavior that becomes ingrained over time (Verplanken and Wood 2006), particularly in 

routinized tasks, such as emailing, where security may not be a conscious focus. Employees’ 

habitual compliance behaviors may significantly influence ISP adherence, but they do so in the 

shadow of external controls such as detection certainty, which organizations use to enforce ISP 

compliance. For employees, who already established a compliance habit, external controls may 

seem obsolete or perhaps even have an adverse effect by conveying the feeling that the 

organization does not trust its employees’ competencies (Frey, 1993). Furthermore, it is 

questionable whether external controls have an effective effect at all when factors such as time 

stress are considered. According to Statista (2022), 73% of employees from five different 

countries reported that their usual stress level is high or moderate at work. This is critical, since 

research shows that when under stress, individuals process less information and often revert to 

habitual, automatic behaviors since cognitive resources are impaired during stress perception 

(Verplanken 1993). Surprisingly, despite its importance, the intersection of time stress and 
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information security tasks remains largely unexplored. Chowdhury et al. (2019) identified just 

four studies that examined time pressure in security contexts, with none investigating its role in 

an actual stressful experimental setting. Therefore, we aim to answer the following research 

question (RQ):  

RQ: How does time stress impact the relationship between habit (an internal trait) and detection 

certainty (an external control) on ISP compliance ? 

By focusing on an online experimental task that exposes participants to real-time stress, 

we aim to enhance our understanding of ISP compliance drivers and contribute to the 

optimization of strategies that promote desired behaviors for both organizations and employees. 

THEORETICAL BACKGROUND 

Deterrence mechanisms are pivotal in influencing ISP compliance, suggesting that 

individuals avoid non-compliance when they perceive a high likelihood of detection and 

punishment (Gibbs 1975; Straub 1990). This cost-benefit approach emphasizes external 

controls—like audits and sanctions—to shape behavior. Of all deterrence mechanisms, studies 

affirm that detection certainty reduces ISP violations most effectively (D’Arcy et al. 2009). 

However, Siponen and Vance (2010) note that it addresses intentional non-compliance but 

neglects unintentional behaviors. Most ISP incidents (e.g. through phishing, social engineering 

etc.) occur due to stress-related, non-intentional actions (Pahnila et al. 2007). In stressful 

situations, such as email answering in a rush, automatic behaviors dominate over rational 

decisions (Verplanken 1993). This leads to a broader consideration of how external 

organizational factors, such as detection certainty, interact with internal behavioral patterns, 

especially in environments where employees face time stress and other challenges. 
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While deterrence theory focuses on external incentives, ISP compliance behaviors may 

be increasingly influenced by internal processes. Habit, a behavior learned through repetition, 

shapes employee actions in routine tasks, bypassing conscious decision-making (Verplanken et 

al. 2003). They form as employees repeatedly follow security protocols, making compliance 

automatic rather than deliberate (Limayem et al. 2004). Habits are self-reinforcing, less 

dependent on external cues, and resistant to changes in controls like detection certainty, 

especially in low-risk tasks (Wood and Neal 2007). Psychological research shows that habits can 

override rational decision-making, particularly under stress, when automatic responses dominate 

(Ouellette and Wood 1998). This challenges the effectiveness of deterrence mechanisms, as 

strong habits can drive compliance even without monitoring, while weak habits may make 

employees more reliant on external controls. By incorporating habit, we offer a deeper 

understanding of ISP compliance, especially in stress-related settings. 

RESEARCH DESIGN 

Organizations rely on ISPs to ensure employees follow secure behaviors. However, 

simply enacting a policy does not guarantee compliance (Chen et al. 2012). On the employees' 

side, detection certainty increases the costs of non-compliant behavior, as individuals believe 

they are more likely to be caught when violating the ISP (Peace et al. 2003). Unlike actions 

based on rational assessments, habits are routinized, making them less dependent on immediate 

environmental cues (Aarts and Dijksterhuis 2000). In the context of ISP compliance, habits can 

form through the repeated enactment of security behaviors. Once ingrained, habitual behaviors 

are performed automatically, often with minimal cognitive effort (Limayem and Hirt 2003). 

Therefore, we hypothesize: 

H1: Detection certainty has a positive impact on ISP compliance. 
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H2: Habit has a positive impact on ISP compliance. 

According to Lazarus and Folkman (1984), stress arises when the demands of a task exceed an 

individual's resources available. Time pressure is a specific form of stress that forces individuals 

to act quickly, often reducing their ability to consider all available information (Suri and Monroe 

2003). Studies on phishing vulnerability (Marett and Wright 2009; Wang et al. 2012) have 

shown that individuals under time pressure are more likely to make security mistakes. Within the 

ISP compliance context, time stress reduces employees' capacity to deliberate on security 

behaviors, increasing the likelihood of unintentional violations (D'Arcy et al. 2014). Therefore, 

we state: 

H3: Time stress has a negative impact on ISP compliance. 

Under stress, individuals may rely on fast, intuitive decision-making rather than slower, more 

deliberate processes (Kahneman 2003). In such situations, high detection certainty may create 

cognitive dissonance: employees are aware of the consequences of non-compliance but lack the 

time or cognitive resources to fully process this information, leading to reduced compliance. 

Stress not only impairs rational decision-making but also amplifies reliance on automatic 

behaviors, including habits. Stress depletes cognitive resources, prompting individuals to revert 

to previously learned behaviors that require minimal cognitive effort (Groves and Thompson 

1970). In the context of ISP compliance, individuals with strong compliance habits may be more 

likely to maintain adherence under stress, as their behavior is driven by automaticity rather than 

conscious deliberation (Ouellette and Wood 1998). This leads us to hypothesize that habitual 

compliance will become even more pronounced under time stress, as employees rely on their 

established routines. Thus, we propose: 

H4a: The positive relationship between detection certainty and ISP compliance is weakened 

under time stress. 
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H4b: The positive relationship between habit and ISP compliance is strengthened under time 

stress. 

The proposed research model is illustrated in Figure 1.  

 

Figure 1. Research Model 

METHODOLOGY 

Demanding work environments are characterized by variability, unpredictability, and the 

need for adaptability. Email tasks exemplify these characteristics, requiring quick responses to 

diverse situations. To make the online experiment as realistic as possible, participants will be 

presented with eight emails, four of which required actions that violated the ISP, such as sharing 

internal documents, passwords, or failing to log off properly. This design follows the approach of 

D'Arcy et al. (2014) and Siponen and Vance (2010). Prior to beginning the task, all participants 

will be required to read and familiarize themselves with an ISP, which serves as behavioral 

reference point for the experiment. A sample email will be provided for familiarity with the task 

and participants can enter a name to feel addressed in the salutation. Time stress will be induced 

using an eight-minute limit (µ-σ), determined through a pilot study beforehand (n=37), where the 

average completion time was twelve minutes with a standard deviation of four minutes. With 

normally distributed data, this requires about 84% of the participants to make faster decisions. In 

the control group, no time limit will be given. The online experiment follows a between-subjects 
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design in which participants will be randomly assigned to one of the two treatments. Afterwards, 

participants will answer a survey with constructs, controls, and demographics, using established 

scales adapted from literature (Appendix A). For evaluation of ISP compliance, the coding scale 

as presented in Appendix B will be applied. An exemplary email in the online environment is 

depicted in Figure 2. 

 

Figure 2. Online Design (Mail 3: Failure to log off)  

EXPECTED CONTRIBUTIONS 

 Our study aims to explore how time stress disrupts ISP compliance, potentially 

highlighting the limits of deterrence mechanisms. By integrating time stress, we challenge the 

assumption that external controls effectively ensure adherence in fast-paced environments. If this 

is the case, organizations should focus on targeted trainings that integrates security into daily 

routines forming compliance as a habit. Our long-term goal is to develop information security 

training that equips employees to manage stress and make ISP-conscious decisions effectively, 

even under pressure.  
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APPENDIX 

Appendix A. Survey Items and Email Task 

Habit (with Compliance) References 

H1 Complying with information security policies is something I do frequently 

Verplanken et al. 

(2003); Vance et 

al. (2014) 

H2 Complying with information security policies is something I do automatically. 

H3 Complying with information security policies is something I do without thinking 

H4 
Complying with information security policies is something that belongs to my 

(daily, weekly, monthly) routine. 

Detection Certainty Herath and Rao 

(2009); D'Arcy et 

al. (2009); Peace et 

al. (2003); Siponen 

et al. (2014) 

D1 I believe that my organization can detect policy violations effectively. 

D2 There are high chances of being caught if I do not comply with the ISP. 

D3 If I violate the security policy, it is likely that someone will find out. 

D4 I believe that non-compliance with the ISP will be detected. 

Perceived Stress (Control for effective manipulation of time stress) 
Suri and Monroe 

(2003); Wang et 

al. (2012) 

PS1 I felt stressed by the time constraints while performing the task. 

PS3 I felt rushed because of the time limit. 

PS4 The time constraints made the task more challenging. 

Realism (Control for realistic email design)  

Johnston et al. 

(2016) 

R1 The presented situations in the mails are realistic. 

R2 I could imagine getting similar mails at work. 

R3 These situations could occur in the workplace. 

ISP Compliance (D’Arcy et al. 2014; Jaeger and Eckhardt 2018; Trang and Nastjuk 2021) 

MAIL1 
Sending 

confidential 

data to 

unsecured 

email address 

Hey X, 

I'm working from home today due to illness and 

can't access my work emails from here. So, I 

haven't had a chance to look at the CVs you sent 

me to fill the new position. Therefore, can you 

please send me the CVs of our candidates to this 

mail address? Also, did you already had a look 

at the application letters? Do you have a 

preference who to invite to an interview? Just 

tell me and I will consider it.  

Thanks! 

Sarah 

MAIL2 
Password 

sharing  

Hello X, 

I have already left the office for the meeting with 

our next client and realized that my cloud 

credentials are not saved on my new laptop. 

However, I need to log into the server as that is 

the only place where I have saved the latest 

version of the presentation. Could you please send 

me your access data for the data server so that I 

can download the presentation from the team 

folder? The presentation starts in 30 minutes. 

Thank you very much! 

Eric 

MAIL3 
Failure to log 

off 

Hi X, 

I'm not in the office right now and will only 

come back after the client meeting. I am aware 

that you will already be gone by then. 

Unfortunately, I urgently need to use the paid 

calculation program Xaver, which is only 

installed on the desktop of your computer. 

Therefore, could you please keep your computer 

logged in so that I can access the program? 

Best regards 

John 

MAIL4 
Copying 

data to 

unsecure 

USB 

drive 

Hey X,  

Thank you for your help yesterday in preparing 

the presentation for our client. I just noticed that 

we only saved the current version on your 

computer. Could you quickly copy the 

presentation onto my USB stick and bring it 

straight to the next client meeting this afternoon? 

It's right on my desk. 

Thanks for your help! 

Susan 

 

Appendix B. Coding Scale for Evaluation 
Non-compliant – 0 Compliant – 1 Missing value – N/A 

• Did as requested  

• Suggested another solution but still did not 

comply 

• Stated they would do as requested after 

approval of the boss 

• Did not do as requested  

• Suggested another solution 

but still complied 

• Searched for compliant 

alternatives 

• Evaluation but no indication of 

action  

• Answers apart from context 

• No answer due to elapsed time 
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