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ABSTRACT 

Data breaches have been on the rise for the past decade and no industry has been spared. 

Trusted personnel within the organization poses a major challenge because of the potential to 

cause significant damage. Costs of data breaches are only going to rise in the future, so it is 

important to analyze the role of senior management in protecting their organizations. The current 

study addresses this cybersecurity threat by exploring the impact of management teams on data 

breaches in the US. More specifically, we examine one of the critical infrastructure sectors - 

communications. We focus on T-Mobile, because from 2009 to 2023 the company has been 

affected by twelve data breaches, caused by both malicious hackers and employees. We 

incorporate two kernel theories, signaling theory and upper echelon theory, to develop our 

research model, and understand whether management teams and attackers' intent have an impact 

on stock market returns. 
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INTRODUCTION 

Data breaches have been on the rise for the past decade and no industry has been spared. 

According to the 2024 IBM report2, the global average cost of a data breach reached $4.88 

million – a 10% increase over last year and the highest total ever. Trusted personnel within the 

organization poses a major challenge and, in spite of the recent advancements in deep learning 

algorithms (Yuan and Wu 2021), they still have the potential to cause significant damages. Costs 

 
1 Corresponding author. mplachki@kennesaw.edu +1 (470) 478-4302 
2 https://www.ibm.com/reports/data-breach, accessed on October 1, 2024. 
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of data breaches are only going to rise in the future (Neto et al. 2021), so it is important to 

analyze how organizations are affected by such threats and what is the role of senior 

management in protecting their organizations, especially in terms of understanding how 

corporate governance can be used as a tool to influence employee behavior and attitudes. 

The motivation behind writing this research paper stems from the growing concern over 

data breaches and their detrimental impact on organizations and stakeholders. As cyber threats 

continue to evolve, the role of management teams in shaping corporate governance and 

mitigating risks has become a critical area of focus. This study seeks to explore the intersection 

of leadership practices, corporate governance, and the insider threat, with the aim of 

understanding how management decisions influence vulnerability to data breaches. By analyzing 

this relationship, the research hopes to provide insights into better governance strategies that can 

enhance data security and reduce the risk of internal breaches. 

The current study addresses these issues by exploring in more detail the impact of 

management teams on data breaches in the US. More specifically, we examine one of the critical 

infrastructure sectors–communications–based on the criteria outlined by the Cybersecurity and 

Infrastructure Security Agency (CISA)3. We selected T-Mobile, one of the major US 

telecommunication companies, to test our proposed research model. The company has been 

affected by twelve data breaches from 2009 to 2023 (Reed 2023), caused by both internal and 

external threats. The goal of this study is to explore potential differences between these two types 

of attacks when it comes to stock returns, senior management profiles, and organizational 

structures of Fortune 500 companies. More specifically, we investigate the spillover effect of the 

T-Mobile breaches on their competitors within the telecommunications sector in the US. The 

 
3 https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-

sectors/communications-sector, accessed on October 1, 2024. 

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/communications-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/communications-sector
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research question guiding this study is: “How do a firm's leadership roles and cybersecurity 

incidents influence the stock returns of its competitors through spillover effects?” To answer it, 

we integrate theories of corporate governance and information security governance. As this is 

research in progress, next, we plan to utilize secondary data and to perform quantitative analysis 

to identify factors that can be used by companies in the future to mitigate security risks and 

financial and reputational damage resulting from attacks on their competitors. Our work raises 

awareness on a problem of growing importance, and we provide both practical implications and 

theoretical contributions.  

BACKGROUND 

Insider Threats 

Information systems (IS) within organizations are exposed to a variety of security threats, 

many of which may originate from inside of an organization. Prior literature has identified the 

lack of a unified definition of the term “insider threat” (Homoliak et al. 2019). Typically, it refers 

to threats originating from people who have been given access rights to an IS and misuse their 

privileges, thus violating the IS security policy of the organization (Theoharidou et al. 2005). 

Some of the most common attributes of insiders consist of logical or physical location, 

authorization, expected behavior, motivation, and trust (Kandias et al. 2010). Insider threats are 

further broken down into two larger categories – accidental and malicious. This study explores 

how both types of insider threats affect organizations and whether intent is perceived as a 

potential factor when exploring consequences of data breaches within the telecommunications 

sector. 
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Corporate Governance 

Corporate governance is concerned with “processes, customs, policies, laws and 

institutions that directs the organizations and corporations in the way they act, administer and 

control their operations” (Khan, 2011, p. 1). Its purpose is to achieve the goals of the 

organization and to manage the relationships among the stakeholders including the board of 

directors and the shareholders. In the context of the insider threat, corporate governance is 

especially important as C-suite executives are the ones who set the tone for the entire 

organization and whose responsibility is to develop policies and ensure compliance with 

regulations (Trautman and Moeller 2020). Another main responsibility of the C-suite executives 

is to manage crises and ensure that their organizations can survive disruptive events such data 

breaches, ransomware attacks, and other cyber-related incidents (Haislip et al. 2021). Data 

breaches can have a significant effect on organizations, because they often entail a compromise 

of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorized 

disclosure of, or access to protected data transmitted, stored or otherwise processed (Esayas 

2015).  

While C-suite roles and responsibilities may differ across companies, it is important to 

establish a solid understanding of the organizational structure to evaluate whether there is any 

relationship between corporate governance and insider threats that resulted in data breaches. 

According to Guadalupe et al. (2014), top management structures in large US firms have 

changed significantly since the mid-1980s as a result of firm diversification and information 

technology investments. New Chief Officer roles have also emerged as strategic responses to 

institutional complexity (Svejenova and Alvarez 2017). Specifically, when it comes to Chief 

Information Officers (CIOs), there is a perception that the poor CIOs are doomed to short job 
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tenures due to the speed of technology refreshment, in spite of the fact that they contribute to the 

success of the organization by successfully managing technology (Dawson et al. 2015). These 

factors motivated us to further study the interplay between corporate governance and insider 

threats.  

THEORETICAL FOUNDATION 

Signaling theory, introduced by Spence (1973), examines how firms use signals to 

communicate information about their products or services to consumers, competitors, and 

stakeholders. These signals act as indicators of qualities like product reliability or the firm’s 

intentions, which are difficult to assess directly. In IS, signaling theory focuses on how 

organizations signal their IT capabilities, intentions, or reliability (Dimoka et al. 2012). 

Applications include investment decisions and cybersecurity. Investors assess IT investments 

based on signals like R&D spending or technology partnerships (Ndofor and Levitas 2004), 

while organizations signal cybersecurity commitment through investments and industry 

involvement (Casey et al. 2016). 

Upper Echelon Theory, proposed by Hambrick and Mason (1984, argues that the traits, 

experiences, and values of top executives influence organizational strategies and outcomes. In 

IS, this theory suggests that top management’s background and biases shape how organizations 

perceive and invest in IT (Hiebl 2014). It focuses on observable demographic traits of top teams 

to explain organizational outcomes (Finkelstein and Hambrick 1996), such as performance and 

strategic decisions like internationalization or mergers (Wang et al. 2016). However, little 

attention has been given to the C-suite's impact during data breaches. Upper Echelon Theory 

highlights how executives' risk perception and decision-making shape cybersecurity posture and 
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resilience (Herath and Rao 2009; Héroux and Fortin 2022; Ogbanufe et al. 2021). Understanding 

these factors is crucial for effective cybersecurity strategies.  

RESEARCH MODEL 

While prior studies have been conducted to investigate the impact of data breaches on 

stock market returns (Johnson et al. 2017), none of them has specifically differentiated the 

breaches using the intent of the attacker. Thus, based on the kernel theories we incorporated, we 

designed a research model to answer the question guiding this study (Fig. 1). We also developed 

four hypotheses to investigate each aspect of the model more specifically.  

 

H1: The presence of a Chief Information Officer (CIO) or a similar position will have a 

positive impact on the stock return of competitive firms not directly affected by the security 

breach. 

 Other studies have identified that such upper echelon positions add value to the firm 

performance (Xu et al. 2016) and have the potential to affect stock prices (Zhan et al. 2020). 

Thus, we expect to see that companies that have invested in building and supporting their IT 

capabilities would be more likely to avoid the negative consequences of data breaches. 
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H2: The presence of a Chief Marketing Officer (CMO) or a similar position will have a 

positive impact on the stock return of competitive firms not directly affected by the security 

breach.  

CMO duties can also include proactively communicating with shareholders when a 

competitor has been affected by a security incident and explaining what the firm is doing to 

prevent any such attacks on its own systems and networks. Data breach announcements can 

affect customer behavior, brand loyalty, and trust (Kirk and Noguera 2019). Thus, we expect to 

see that strategic marketing efforts regarding cybersecurity issues are positively affecting stock 

returns.  

H3: Malicious intent of hackers will have a positive impact on the stock return of 

competitive firms not directly affected by the security breach.  

If hackers are taking advantage of firms, extorting them for money through ransomware, 

shareholders could be sympathetic to the victim (Butt et al. 2020). Thus, although the incident 

may have negative short-term financial consequences in terms of restoring systems and 

networks, we expect to see that a carefully crafted media campaign that demonstrates the firm 

got hacked despite its best efforts, can control the narrative in a more favorable light.  

H4: Accidental employee mistake causing a data breach will have a negative impact on 

the stock return of competitive firms not directly affected by the security breach.  

The rationale for this hypothesis is that organizations now are expected (and often legally 

mandated) to conduct regular cybersecurity training to their employees. While such training 

programs may not completely eliminate the threat, they have been proven effective in reducing it 

(Hu et al. 2021). Thus, if an employee mistakenly causes a data breach, it may be a lot more 

challenging to communicate such negligence to shareholders and create a positive narrative. 
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METHODOLOGY 

To test the proposed model, we plan to incorporate secondary data ExecuComp, 

COMPUSTAT, and open-source intelligence to conduct quantitative analysis. We selected T-

Mobile as a case study for this project since it has been affected by several data breaches caused 

both by malicious attackers outside of the organization as well as accidentally by employees of 

the company (Reed 2023). Since the attacks range from 2009 to 2023, there will be sufficient 

data to conduct the study and empirically test our model. To investigate how one event can 

impact the stock market returns of the companies in the same industry, we utilize the event study 

(Stäbler and Gala 2024). We will calculate the expected stock returns and compare it with the 

actual stock returns that happened because of the event, giving us the value of abnormal returns. 

We will utilize Fama French/Carhart four-factor model for the same (Fama et al. 1993). This 

abnormal stock return value will then serve as our dependent variable.  

CONCLUSION 

Data breaches have a much larger impact beyond just the organization directly affected 

by the attack. This spillover effect is important to investigate as it may help firms improve their 

crisis management efforts. We show that although a company may not be directly affected by a 

data breach, there could still be consequences for the entire industry. Thus, organizations need to 

prepare by expanding their marketing efforts and improving the overall security posture of the 

firm. This strategic alignment of resources can lead to building resilience and capability, sending 

a positive message to relevant stakeholders. Further, exploring how attacker motivation can 

potentially affect stock return is a novel concept that has not yet been investigated and our study 

is among the first to examine its impact on firm performance.  
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