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Abstract
In cybersecurity, bug bounty programs have emerged as a new method of identifying

security vulnerabilities. Despite the growing interest in studying bug bounty programs, it remains
unclear how firms collaborate with online hackers on an open bug bounty platform. In this paper,
we examine how a firm’s experience of working with hackers affects its efficiency in resolving
security vulnerabilities on a bug bounty platform. We focus on the collaboration aspect of
hackers and firms in an open platform. Using a dataset obtained from a leading bug bounty
platform, our initial results suggest an inverted U-shaped relationship between the firm’s
vulnerability resolution time and the number of vulnerabilities resolved in the past. Interestingly,
firms may perform worse (i.e., a long resolution time) as they gain more experience at low to
moderate levels of experience. However, once the firms have gained sufficient experience, a
positive learning effect kicks in, i.e., vulnerability resolution times decrease with the increase in
experience at moderate to high levels of experience. We suggest that firms over-generalize their
experience of working with hackers. Resolution experience gained while working with one

hacker cannot be sufficiently applied to another hacker.
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INTRODUCTION

Cybersecurity attacks and data breaches pose a significant and increasing threat to all
kinds of organizations. Most of these attacks and breaches are due to the security vulnerabilities
present in the information systems of these organizations. Organizations use various techniques
and methods to discover hidden vulnerabilities present in their systems. In recent years,
crowdsourced penetration testing, also known as crowdsourced vulnerability discovery or bug
bounty, has become an emerging practice for discovering hidden vulnerabilities. In this method,
a crowd of ethical hackers (hereafter referred to as hackers for simplicity) outside the
organization is asked to look into an organization’s systems to find and report vulnerabilities
(Kuehn and Mueller 2018). Hackers are rewarded for responsibly disclosing security
vulnerabilities not previously known to the organization. The organizations can design their
reward policies and list specific assets for which they are interested in bug bounty. Almost all
major technology companies, such as Mozilla, Facebook, Google, Apple, and many other non-
tech companies, including the US Department of Defense, have been using bug bounty programs
to effectively secure their systems (Kuehn and Mueller 2014). Moreover, in recent years, several
bug bounty platforms have emerged, offering firms an affordable and efficient way to launch and
manage bug bounty programs (Ahmed et al. 2021). These platforms enable firms to set up
reward policies, list assets, process payments, and leverage a large base of hackers for
crowdsourced vulnerability discovery (Zhao et al. 2015). Despite many benefits, firms face the
key challenge of efficiently resolving or patching? the reported vulnerabilities (Al-banna et al.

2018). If vulnerabilities are not actively patched, it introduces inefficiencies into the bug bounty

2 Traditional literature on vulnerability disclosure and discovery uses “patching” for removing vulnerabilities.
However, more recent literature on bug bounty programs and the industry more commonly uses “resolution” for
fixing the vulnerabilities. Therefore, patching and resolution are used interchangeably throughout the paper.
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program. Delays in patching not only increase the risk of exploitation but also diminish the
potential benefits of running such programs. Therefore, the vulnerability resolution time is a key
measure of the efficiency of a bug bounty program.

One key challenge in resolving reported vulnerabilities on bug bounty platforms is
managing a large base of hackers. Like many other online communities, online hackers’
characteristics on these platforms are dynamic and evolving (Faraj et al. 2011). Inadequately
fitting past experiences in working with hackers may harm a firm’s vulnerability resolution
efficiencies. Hackers on bug bounty platforms vary widely in terms of experience and
background, which leads to significant differences in the quality and clarity of the information
they provide. Furthermore, the process of extracting more information about a reported
vulnerability can also vary from hacker to hacker, potentially reducing resolution efficiencies.
Additionally, unlike traditional offline work environments, online platforms lack a shared
identity or culture, making it difficult for firms to gauge hackers’ commitment, communication
style, and reliability (Lykourentzou et al. 2016). As a result, it is uncertain whether firms can
effectively learn from past interactions with hackers to improve their vulnerability resolution
efficiencies on bug bounty platforms.

Although research has examined the working relationship between teammates and how a
professional’s collaboration experience may alter their future working performance (Huckman et
al. 2009), studies related to how firms collaborate with online communities are scant. Further, the
economics of information security literature primarily focused on the incentives and
characteristics of the hackers and the patching propensities of vulnerabilities by the organizations
in non-bug bounty environments (e.g., Arora et al. 2010; Hata et al. 2017; Kannan and Telang

2005). In this paper, we explore how an organization’s experience working with hackers impact
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its vulnerability resolution efficiency on an open platform. A key question we seek is whether the
experience a firm gains from working with hackers can be leveraged to enhance its ability to
resolve more efficiently. If firms learn from this experience, we further ask whether this learning
is limited to interactions with familiar hackers or if it can be applied to those who have never
previously engaged with the firm. Specifically, we examine the relationship between a firm’s
vulnerability resolution experience and the vulnerability resolution time on a bug bounty
platform. Using a dataset from a leading bug bounty platform, we aim to provide empirical
evidence on the relationship between a firm’s vulnerability resolution experience and
vulnerability resolution time.
THEORY AND HYPOTHESIS DEVELOPMENT

Theoretical developments in organizational learning (Crossan et al. 1999) and
crowdsourcing literature such as Blohm et al. (2018) guide our understanding of how a firm’s
security team gains knowledge and experience over time as they interact with the hackers on a
bug bounty platform. Organizational learning is defined as the change in an organization’s
performance, such as problem-solving outcomes, production, financial outlook, or task
completion times, as the organization acquires experience (Argote et al. 2009; Dutton and
Thomas 1984). In the context of bug bounty platforms, as organizations harness the wisdom of
the crowd (i.e., hackers), they may learn to work and collaborate with hackers to resolve reported
vulnerabilities. This learning may be reflected in a measurable metric, such as the resolution time
of these vulnerabilities. We propose that if organizations learn while working with the hackers,
their vulnerability resolution efficiencies may change as they gain more experience.

While it is known that experience generally improves firm performance through utilizing

the knowledge of involved stakeholders (e.g., Reagans et al. 2005), the dynamic nature of the
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online bug bounty communities leads to higher uncertainty in the communication processes and
resolution outcomes. The working experience with one or a few hackers may not necessarily
apply to the work process with a new reporting hacker. That is, with limited or no experience,
performance can suffer due to an “over-generalization” of experience. Researchers have studied
the over-generalization of experience by analyzing the relationship between limited experience
and spurious successes or failures (Haleblian and Finkelstein 1999; Musaji et al. 2020; Zhao and
Olivera 2006). On the one hand, spurious success can reduce the motivation to learn from
potential or near-failures. On the other hand, a spurious failure can replace or modify a
potentially reliable problem-solving process with an unreliable process. Thus, both spurious
successes, as well as spurious failures are detrimental to performance.

We posit a similar phenomenon in the vulnerability resolution process. Firms with
limited experience of collaborating with hackers may encounter spurious successes or failures. In
contrast, firms with more experience may be able to identify and select reliable problem-solving
methods and routines that can be generalized to various situations. Thus, at low levels of
experience, we expect to see an increase in resolution time as experience increases due to the
over-generalization of limited experience (Haleblian and Finkelstein 1999). The experience
gained from working with one hacker may not apply to a report submitted by a different hacker.
Therefore, we propose that when firms have a limited amount of working experience, firms
inappropriately generalize their experience, which leads to an upward trend in vulnerability
resolution time. Thus, at low or moderate levels of experience, a firm would take longer to
resolve the reported vulnerabilities as they gain experience. We formally posit hypothesis H1 as:

H1. At low or moderate levels of experience, a firm’s vulnerability resolution time

increases as firms gain more vulnerability resolution experience.
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However, once firms have gained high levels of experience working with hackers, the
inappropriate generalization or over-generalization effect reduces due to reliable problem-
solving processes. Levitt and March (1988) emphasize how organizations’ reliable problem-
solving routines and processes improve future performance. A routine is a repetitive pattern of
interdependent tasks performed by multiple members of an organization (Feldman and Pentland
2003). Routines help organizations perform faster and more reliably (Cohen and Bacdayan
1994). We suggest that firms on bug bounty programs develop reliable routines after gaining
sufficient experience working with hackers. Once the firms have gained sufficient working
experience with hackers, the learning effect of experience kicks in; this learning effect leads to a
downward trend in vulnerability resolution time. We posit hypothesis H2 as:

H2. At moderate to high levels of experience, a firm’s vulnerability resolution time
decreases as firms gain more vulnerability resolution experience.

Furthermore, based on hypotheses H1 and H2, as resolution time first increases and then
decreases with the increase in the firm’s experience, the relationship between vulnerability
resolution experience and vulnerability resolution time will form an inverted U-shaped
relationship. Thus, we can also posit that there must be a turning point in the relationship
between firm experience and resolution time. Formally, we propose H3 as follows:

H3. A firm’s vulnerability resolution time has an inverted U-shape relationship with the
vulnerability resolution experience. Thus, a turning point exists between vulnerability resolution
experience and vulnerability resolution time.

H4. The turning point of the inverted-U relationship between the firm’s experience and
vulnerability resolution time decreases (shifts left) as the firm gains more experience working

with the same hacker.
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STUDY CONTEXT AND DATA

To conduct this study, we have gathered a dataset from one of the leading bug bounty
platforms. We gathered 176,000 vulnerability reports submitted to over 300 firms running bug
bounty programs on the platform. For each vulnerability report, we can identify the firm it was
submitted to, the hackers who submitted it, and the timestamp when the report was marked as
resolved by the firm. In this data, out of 176,000 reports, approximately 10,000 reports have been
publicly disclosed with detailed information on the vulnerability resolution process by the firms.
These detailed reports provide information on the date and time of the reporting of the
vulnerability, the severity (i.e., none, low, medium, high, critical) of the vulnerability, the bounty
amount paid by the firm, all the interactions between the hacker and the firm’s security team, and
the date and time of the resolution of the vulnerability. Using these disclosed reports, we analyze
the firm’s resolution time with the change in the firm’s experience.

CONCLUSION AND INITIAL FINDINGS

Using multiple econometric specifications, our initial results suggest that the firms’
vulnerability resolution experience doesn’t have a non-linear relationship with the firms’
resolution time. Firms initially experience longer resolution times as they gain experience
working with hackers. However, after reaching a certain level of experience, a positive learning
effect occurs, leading to faster resolution times as firms continue to accumulate experience. We
also found evidence of over-generalization, meaning that the experience gained from working
with one hacker does not easily transfer to others unless the firm has interacted with a large and
diverse group of hackers. These findings can have several theoretical and practical implications
for vulnerability resolution and bug bounty programs.
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