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ABSTRACT

Doxing, the act of publicly revealing personal information online, often with the intent to
harm, poses a significant threat to privacy on social media. Despite ongoing efforts to mitigate its
impact, effective intervention mechanisms remain inadequate. This research-in-progress explores
factors influencing bystanders' willingness to intervene in doxing incidents, specifically, to report
doxing. Drawing from the Bystander Intervention Model as a theoretical framework, this study
also includes complementary theories: Justice Theory and Social Norms Theory to develop a
comprehensive model to explore the dynamics of bystander behavior in the context of doxing.
Employing a 4x4 between-subject factorial design, the study examines the effects of others'
presence and varying levels of information disclosure on bystanders' intent to take action. By
investigating the balance between bystanders’ perceived justice and the severity of the doxing
incident, the research aims to provide insights that can improve social media content moderation
and encourage proactive bystander intervention.
Keywords: Doxing, Reporting Behavior, Bystander Intervention, Experiment,
Information Disclosure.

INTRODUCTION

Doxing is commonly known as the public release of an individual’s personal information
online often with the intent to harm the target (Douglas 2016). This phenomenon is recognized as
a digital technology-driven issue that can result in severe physical and mental consequences for

the targets. Physical consequences include offline harassment and violent attacks, while mental
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consequences involve fear and depression (Chen et al. 2018; Eckert and Metzger-Riftkin 2020).
In addition to targeting individuals for personal harassment or revenge, doxing is also used as a
form of digital vigilantism in collective actions (Davison 2012; Trottier 2019), such as revealing
corruption (Demydova), supporting social movements (Bowles 2017; Lau and Lum 2019), and
as a tactic in hybrid warfare (Guest 2022; ISD 2022). The increasing number of doxing incidents
globally highlights the significant societal impact and complexity of this phenomenon.

In response to the severe consequences of doxing, governments and tech platforms have
implemented various countermeasures, including criminalizing doxing (HKSAR 2019; Raftery
2022) and updated policies to regulate doxing behaviors (Bell 2022). However, despite these
efforts, doxing continues to persist due to the evolving tactics employed by the doxers and the
limitations of content moderation tools (Belanger 2022). The ongoing presence of doxing and the
challenges faced by regulators underscore the difficulty of effectively addressing doxing.

Current challenges in mitigating doxing include the overwhelming volume of content
(Gillespie 2018), the use of coded language (Citron and Franks 2014), and difficulties in real-
time detection algorithms (Crawford and Gillespie 2016). Additionally, platform features like
anonymity and rapid information dissemination inadvertently facilitate doxing (Marwick 2017).
Given these challenges, algorithmic content moderation alone is insufficient. Instead, effective
moderation requires active participation from the online community, specifically through
bystanders’ intervention. Social media users, as bystanders, can play a crucial role in shaping the
outcome of doxing cases by reporting the content or expressing disagreement. Such actions can
help mitigate the spread and impact of doxing, complementing the platforms' moderation efforts.

Recognizing the vital role of bystanders in this context, this study aims to explore the

factors that influence their willingness to report doxing on social media platforms. This research
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will consider both technical and social cognitive factors, as well as unique aspects of doxing
identified through a comprehensive literature review (Fang et al. 2023). Therefore, the following
research questions are proposed: RQ1: What factors affect bystanders' willingness to report
doxing on social media platforms? RQ2: How does the online environment, particularly the
presence of others, influence bystanders' willingness to report doxing? RQ3: How do different
levels of information disclosure affect bystanders’ willingness to report doxing?
LITERATURE REVIEW ON DOXING

Doxing (or “doxxing”) is a neologism as an altered spelling of "dropping ‘docs’" (short
for "documents") (Garber 2014). It is a term that originated from the Usenet in the 90s (Amanda
2013) and refers to the public release of an individual's personal information on the Internet. In
recent years, doxing has emerged as a form of digital vigilantism and gained popularity in the
mid-2010s (Tiffany 2022), becoming a significant concern for online privacy and safety. Current
research on doxing has been explored across various disciplines, each focusing on distinct
aspects of the phenomenon. Legal studies have concentrated on developing and evaluating
doxing regulations, examining existing laws through case studies (Crompton 2018; Mery 2020),
advocating for more robust social media regulations (Yudiana et al. 2022), and proposing new
regulatory frameworks from diverse perspectives (Amiruddin et al. 2021; Bei Li 2018; Calabro
2018; Corbridge 2018; Lindvall 2019; MacAllister 2017; McIntyre 2016; Styple 2021).
Computer science research has primarily focused on technological solutions, such as methods for
detecting doxing (Karimi et al. 2022; Snyder et al. 2017) and strategies for safeguarding
organizations from doxing attacks (Khanna et al. 2016). In social sciences, scholars have
examined the communication strategies employed in doxing (Lee 2020), its impact on political

elections (Hansen and Lim 2019), and the psychological harm inflicted on victims (Chen et al.
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2018). Additionally, some studies have explored contexts in which doxing is perceived as
acceptable, such as exposing racists or other harmful behaviors (Barry 2021).

Research on addressing the issue of doxing has predominantly focused on proposing legal
regulations and developing technological solutions. However, no study has examined the
problem from the perspective of involving the audience, specifically through the lens of
bystanders. This study, therefore, adopts the bystander intervention framework as the basis for
our research to explore the role of bystanders in mitigating the impact of doxing incidents.

THEORETICAL BACKGROUND & HYPOTHESIS DEVELOPMENT

Figure 1 presents the proposed research model. In the following section, the constructs
are categorized into three types: doxing incident-related, online community-related, and
technology-related factors. Simultaneously, hypotheses are proposed following the stages of the
Bystander Intervention Framework (Latané and Darley 1970) while integrating Justice Theory
(Adams 1965; Bies 1986) and Social Norms Theory (Cialdini et al. 1991). The Bystander
Intervention model explains that bystander intervention is influenced by four key stages: 1)
noticing the event, 2) interpreting it as an emergency, 3) feeling responsible, and 4) knowing
how to help. This model serves as the foundation of our research framework.

Doxing Incident Constructs

When a bystander encounters a doxing incident on a social media platform, the first step
in the intervention process is noticing the event. In the context of doxing this step is heavily
influenced by Information Disclosure, which refers to the type and amount of personal
information revealed about the victim. The more detailed and conspicuous the disclosed
information, the more likely a bystander is to recognize it as a situation requiring intervention

(Patchin and Hinduja 2006).
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Figure 1. Research Model

Once the incident is noticed, the next step is interpreting it as a problem that requires

action. This step involves assessing the Perceived Severity of Doxing, which reflects the

potential harm or danger posed to the victim. High perceived severity increases the likelihood of

bystanders viewing the situation as problematic and in need of intervention (Fischer et al. 2011;

Levine 1999).

H2: Perceived severity of doxing increases the reporting of doxing.

The dual nature of doxing complicates its evaluation. On one hand, it may be seen as

justifiable if doxing is exposing wrongdoing, leading to the perception that is it a fair conduct

and thus does not require intervention. While, on the other hand, if doxing escalates or causes

severe harm, bystanders may view it as unjust and feel compelled to intervene (Chia et al. 2023).

This dual perception underscores that Perceived Justice of Doxing plays a nuanced role in

determining bystanders’ actions. Justice Theory (Adams 1965; Bies 1986) suggests that
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individuals are motivated to intervene in situations they perceive as unjust, as this challenges
their sense of fairness and moral obligation (Tyler 1990). The perception of injustice increases
the likelihood that bystanders will report the post.

H3: Perceived justice of doxing decreases the reporting of doxing.

H4: Perceived severity of doxing decreases the perceived justice of doxing.

At this stage, the level of information disclosure can significantly affect a bystander’s
perception of both the severity and justice of doxing. When more detailed information is
revealed, such as sensitive personal details, or the involvement of innocent individuals,
bystanders are more likely to perceive the situation as more severe. Thus, they may begin to view
the doxing as unjust, believing that the consequences are disproportionate to the wrongdoing.

HS: The increase in information disclosure increases the perceived severity of doxing.

H6: The increase in information disclosure decreases the perceived justice of doxing.

Online Community Constructs

In the Bystander Intervention model, the construct Presence of Others is crucial in
shaping bystander behavior. Typically, the presence of others who are concerned about the
incident (Discouraging) leads to diffusion of responsibility, where bystanders assume that others
will take action, thereby reducing their own obligation to intervene (Latane and Darley 1968).

H7a: Presence of others — discouraging doxing decreases the reporting of doxing.

H8: Presence of others — discouraging doxing decreases the perceived responsibility to
report doxing.

H9: Perceived responsibility to report increases the reporting of doxing.

However, the presence of others in the context of doxing can also take on a different

dimension. Besides those concerned about the incident, there is often a Presence of Others—
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Encouraging doxing, who actively support or escalate the situation by sharing the doxing
information further or calling for harmful actions. According to Social Norms Theory (Cialdini
et al. 1991), individuals' behaviors are influenced by their perceptions of what is considered
normal or acceptable within their social group. In doxing incidents, social norms can either
discourage or encourage bystander intervention based on the observed behaviors and opinions of
others within the community. The existence of these two distinct types of presence—those
concerned versus those escalating—can have different impacts on a bystander's decision to
report. While the presence of concerned others might reduce individual responsibility through
diffusion, the presence of those escalating the incident could possibly provoke a stronger reaction
from bystanders to counteract the harm of the incident (Levine and Crowther 2008). Observing
others encourage harmful actions intensifies bystanders' perception of severity, shifting the view
of doxing from vigilante justice to personal vendettas, prompting stronger reactions against the
behavior.

H7b: Presence of others — encouraging doxing increases the reporting of doxing.

H10: Presence of others — encouraging doxing increases the perceived severity of doxing.

H11: Presence of others — encouraging doxing decreases the perceived justice of doxing.

Technical Constructs

Finally, the technological feature of the social media platform influences bystander
behavior, particularly through the Perceived Effectiveness of Reporting mechanisms. This
construct relates to the bystander’s beliefs about the efficacy of the platform’s reporting system.
Even if bystanders notice the incident, interpret it as a problem, and feel responsible, they may

still be deterred if they perceive the reporting mechanism as ineffective (Cheung et al. 2020). If
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the platform’s reporting process is responsive, and reporting is useful, bystanders are more likely
to go ahead with reporting the doxing incident (Zuckerman and Reis 1978).
H12: Perceived effectiveness of reporting increases the reporting of doxing.
RESEARCH DESIGN
To empirically test these relationships, we propose a 4 x 4 between-subject factorial
design (Table 1) that manipulates the Presence of Others and the level of Information Disclosure.

Table 1. Experimental Design

Information Disclosure

Level 1 Level 2 Level 3 Level 4

None Group 1 Group 2 Group 3 Group 4

Presence of  Discouraging doxing Group 5 Group 6 Group 7 Group 8
Others Encouraging doxing Group 9 Group 10 Group 11 Group 12
50% + 50% Group 13 Group 14 Group 15 Group 16

For Information Disclosure, we created four doxing scenarios on X (formerly known as
Twitter), each varying in the amount and type of personal information revealed. For Presence of
Others, we manipulated user comments to represent different types of reactions to the doxing
post in each scenario. After viewing the doxing scenario, participants will indicate their
likelihood of taking various actions, followed by assessments of perceived severity, perceived
justice, perceived responsibility to report, and perceived effectiveness of reporting.

EXPECTED FINDINGS

The expected findings of this study will offer insights into factors influencing bystanders’
reporting behaviors in doxing incidents. Inspired by privacy calculus (Laufer and Wolfe 1977),
the study posits that bystanders’ decisions are influenced by a balance between perceived justice
and injustice. The presence of others can further influence this balance, either reinforcing or
undermining perceived justice, ultimately shaping bystanders' willingness to report doxing

incidents.
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