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ABSTRACT 

This paper focuses on conceptualizing a new construct called mobile security 

mindfulness (MSM) through a mixed-methods design. Individual mindfulness in the context of 

mobile security threats has not been studied systematically. Developing a context-specific 

construct in the mobile security domain will contribute to enhancing defense strategies for 

mitigating mobile security threats (MSTs). Phase 1 of the design is a qualitative interview study 

to conceptualize MSM. Phase 2 of the design includes a group of quantitative studies to develop 

and validate a scale for MSM and examine its role in individual behavioral responses to MSTs.  

Keywords: Mobile security mindfulness, dynamic trait, mixed-methods research, scale 

development, multidimensional construct, mobile security threats defense 

INTRODUCTION 

Mobile security threats (MSTs), a set of InfoSec attacks specifically targeting mobile 

device users, have increasingly grown more sophisticated with the rise of smartphone use and 

advancements in artificial intelligence (AI) technologies (Dong et al. 2023). For example, 

modern phishing attacks have expanded from email in the computing setting to SMS (Smishing), 

social networking apps, voice communication (Vishing), and QR codes in the mobile device 

setting (Abbasi et al. 2021). In 2022, over 50% of personal mobile devices globally were 
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exposed to a mobile phishing attack (Lookout 2023). Addressing these emerging MSTs requires 

defense strategies to evolve beyond traditional computer-based security countermeasures.  

The concept of mindfulness in the InfoSec field has drawn great research attention and 

has become a significant emerging topic in recent years. For example, Jensen et al. (2017) found 

that mindfulness training is more effective than traditional rule-based training, as mindfulness 

interventions allow for a more dynamic allocation of human attention during security threat 

evaluation. Greulich et al. (2024) suggested that mindful employees who trust their 

organization’s security practices are more likely to follow organizational security precautions. 

Despite evidence of being mindful in detecting InfoSec threats and taking prevention measures, 

the theoretical understanding of mindfulness as a mobile security-specific individual-level 

construct remains scarce. This echoes Thatcher et al. (2018)’s research on IT mindfulness, which 

called for further understanding of individual mindfulness in other promising IS-related contexts 

and developing its “domain-specific individual-level” measures (p. 832). 

Accordingly, we aim to theoretically conceptualize mobile security mindfulness (MSM) 

and answer the question: How would an individual’s MSM be formed and influence one’s 

behavioral responses to MSTs? We broadly define MSM as a conscious mindset in which a 

person focuses on and is aware of the issues surrounding a mobile security threat and will 

follow the guidelines for new construct conceptualization (Compeau et al. 2022) to develop and 

validate the construct of MSM. Following Venkatesh et al. (2013), a mixed-methods approach is 

appropriate to our research given the unclear nature of individual MSM and the difficulty of 

drawing significant insights from existing theories and perspectives.  

THEORETICAL BACKGROUND  

Mindfulness, first proposed by Langer (1989) at the individual level in psychology, is 
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characterized by alertness to distinction (the ability to compare, contrast, and make judgments 

about similarities and differences), awareness of multiple perspectives (the ability to engage in 

dialectical thinking), openness to novelty (the ability to reason with relatively novel stimuli), and 

orientation in the present (the ability to pay more attention to the immediate surroundings).  

Mindfulness in IS has gained attention at the organizational level, and been positively 

linked to organizational IT innovation (Fichman 2004), IS reliability (Butler and Gray 2006), 

security training (Jensen et al. 2017), and security culture formation in high-reliability 

organizations (Hassandoust and Johnston 2023). At the individual level, Thatcher et al. (2018) 

developed IT mindfulness as “an overarching mental mindset driven by individual awareness of 

the context, and openness to value-adding applications of IT” (p. 832) and demonstrated its role 

in IT adoption and use. Building on mindfulness’s impact on security threat defense (Greulich et 

al. 2024; Jensen et al. 2017), we argue that a mobile-security mindful individual may be more 

aware of constantly evolving MSTs, allowing for better protection against MSTs susceptibilities. 

We aim to systematically develop the concept of MSM in this mixed-methods research. 

 THE MIXED-METHODS DESIGN  

Our mixed-methods design follows Venkatesh et al. (2013) and comprises two phases. 

Phase 1 involved interviews with individual mobile device users to identify traits of a mobile-

security-mindful individual. Phase 2 will focus on developing, validating, and demonstrating the 

value of an MSM scale, offering significant potential to inform future InfoSec research. 

Phase 1: The Qualitative Study 

Data Collection & Analysis 

Semi-structured interviews, our primary qualitative data source (Walsham 2006), were 

conducted face-to-face or virtually by three researchers between December 2023 and January 
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2024. To align with our objective of exploring MSM at the individual level, participant selection 

criteria (Palinkas et al. 2015) were set as (1) daily mobile device aged from 18 to 60, reflecting 

the predominant demographic for smartphone and/or tablet ownership, (2) diverse in 

demographics and professions for broader generalizability (Robinson 2014). A total of 22 

interviewees (including five InfoSec experts) from Australia, China, Germany, the UK, and the 

US, were recruited. The interviews focused on users’ routine mobile device usage, security 

settings on mobile devices, and prior MST experience, with all sessions digitally recorded, 

transcribed, and collated to ensure data accuracy and completeness.  

We drew on the conceptual foundation of mindfulness (Langer and Moldoveanu 2000) to 

guide our data analysis while also allowing new insights to emerge (Sarker et al. 2018). We 

iteratively analyzed the data for evidence about the characteristics of a mobile security-mindful 

individual. Theoretical saturation was reached when associations were made through rigorous 

iterative analysis alongside the empirical literature (Glaser et al. 1968). 

Preliminary Findings 

From our qualitative data analysis, we define mobile security mindfulness (MSM) as a 

dynamic trait driven by an individual’s overarching awareness of MSTs, whereby the mobile 

device user can stay updated about novel MSTs, adaptively manage mobile device access, and 

dynamically allocate their attention and efforts to verify and mitigate MSTs. Specifically, we 

conceptualized four reflective first-order dimensions of MSM (see Figure 1) detailed as follows.  

Sensitivity to Mobile Security Threat (MST) Novelty: It refers to an individual’s willingness to 

keep updated and learn about evolving MSTs. For instance, Interviewee #17 stated, “I am quite 

sensitive to some new mobile security incidents or novel ways to protect my mobile data. For 

example, I saw an incident of someone’s passwords being breached by a technician when his or 
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her phone was sent in for repair [on social media]. It alerted me to learn and use advanced 

password management ways to protect my password saved on my mobile devices”. This aligns 

with literature linking novelty seeking to an individual’s mindful trait, such as an individual’s 

openness to technology novelty (new features of a technology or a system), which is a significant 

IT mindfulness trait (Sun et al. 2016; Thatcher et al. 2018). Therefore, these responses were 

categorized under sensitivity to MST novelty, as a unique trait of being mindful of MSTs.  

  
Figure 1. A Superordinate Second-Order Conceptualization of MSM 

Awareness of Adaptive Mobile Access Regulation: It refers to the degree to which an individual 

is aware of regulating their mobile data, internet, or device access to minimize the likelihood of 

exposure to MSTs. Several participants shared strategies like personalizing their mobile app 

access, avoiding insecure networks, and preventing shoulder-surfing. For example, Interviewee 

#3 explained her rationale behind granting access permissions to mobile apps: “I tend to reject 

authorization requests that I consider unnecessary for security reasons. I generally decline to 

allow contact, camera, and microphone access for most apps on my mobile phone”. This aligns 

with literature indicating that mindfulness involves “forestalling actions” (Jensen et al. 2017, p. 

602), enabling individuals’ preventative measures before negative consequences occur. Hence, 

we conceptualized the characteristic of adaptively adjusting and regularly reviewing the mobile 

access settings to avoid any potential MSTs as one aspect of being mindful of MSTs.  
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Attentiveness to Mobile Communication Engagement: It refers to the degree to which an 

individual is able to dedicate one’s attention when responding to mobile text notifications and 

phone calls to minimize MST exposure. Our interviews revealed that mobile-security-mindful 

individuals dynamically allocate attention to sensitive mobile communications, even in 

distracting situations. For example, Interviewee #11 noted: “I would not do it [respond to a 

message] when I am in a meeting because I find it hard to switch my brain... I find it more 

effective and concentrated when not multitasking, thereby avoiding me making wrong decisions 

in my mind when responding to some important messages.” This aligns with literature 

emphasizing that a mindful individual can “bring one’s conscious attention and focus to internal 

and external experiences occurring in the present moment to respond in a reflective manner” 

(Jarjoui 2023, p. 2). It applies to the mobile security context, where a mobile-security-mindful 

user remains attentive and focused during mobile communications to ensure secure responses. 

Thus, attentiveness to mobile communication engagement is a key dimension of MSM. 

Dedication to Mobile Security Threat (MST) Verification: It refers to the extent to which an 

individual is willing to devote efforts to verify the authenticity and legitimacy of mobile 

communications. Our data showed that mobile-security-mindful individuals possess an 

awareness of verifying suspicious links or urgent requests on mobile devices. For example, 

interviewee #7 stated: “I would not click on any links sent by unknown phone numbers. Even if I 

see a very official-looking link sent by a seemingly official source, I won't click on it directly. 

Instead, I prefer to access official channels to verify and complete relevant tasks”. This proactive 

approach aligns with the mindful trait of continuously scrutinizing distinctions (Langer 1989). 

Thus, proactively verifying potential MSTs is considered a strong MST mindfulness indicator. 

Overall, we identified four dimensions of individual MSM, proposing that users with 
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higher levels of MSM will report higher levels of the four characteristics. Consistent with the 

conceptualization of IT mindfulness (Thatcher et al. 2018), our MSM is also a superordinate 

second-order construct with reflective first-order dimensions. In Phase 2, we will validate the 

multidimensionality of MSM through a quantitative study. 

Phase 2: The Quantitative Phase & Future Research Plan 

We designed Study 1 to develop and validate our MSM scale. Based on the findings from 

the qualitative study, we developed a scale for MSM with 5 items for each dimension initially. 

After several rounds of card-sorting procedure and pilot test, we modified some items to improve 

clarity and deleted some items loading at less than 0.60 in a principal components analysis with a 

varimax rotation. Finally, 16 items with satisfactory factor loadings remain (5 items for SN, 4 

items for AR and AE respectively, and 3 items for DV).  We surveyed 395 mobile phone users 

worldwide to further test the discriminant and convergent validity (see Table 1) and the 

multidimensionality of the 16-item MSM scale. A second-order multidimensional model 

demonstrated a better fit with the data ( =174.336, d.f. = 100, CFI = 0.974, RMSEA = 0.043) 

compared to a unidimensional model ( =1531.917, d.f. = 104, CFI = 0.497, RMSEA = 0.187). 

Table 1. Construct Means, Standard Deviations, Reliabilities, and Correlation of Constructs 

 

Currently, we are working on evaluating the dynamic nature of MSM which will be 

examined through an experiment study (Study 2). We aim to test whether an individual with a 

higher level of MSM would resist MSTs (e.g., a smishing attack) even in a relatively distracting 

situation. In the next step, we will run an additional survey study (Study 3) to examine the role of 

MSM in individual behavioral responses to MSTs and further test the utility of our MSM scale. 

Construct Mean S.D. 
Cronbach’s 

Alpha 

Composite 

Reliability 
AVE MSM-SN 

MSM-

AR 
MSM-AE MSM-DV 

MSM-SN 4.386 0.832 0.854 0.866 0.564 0.751    

MSM-AR 4.066 1.049 0.861 0.864 0.614 0.400 0.784   

MSM-AE 4.354 0.836 0.864 0.868 0.623 0.396 0.393 0.790  

MSM-DV 4.421 0.865 0.744 0.759 0.513 0.208 0.419 0.275 0.716 
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Conclusion 

Overall, this research systematically conceptualizes individual MSM, develops and 

validates a scale for MSM, and examines the role of MSM in mitigating MSTs. We believe that 

our research not only contributes to a domain-specific understanding of individual mindfulness 

in the context of MSTs defense, but also offers practical implications by providing innovative 

insights into defense strategies to mitigate increasingly sophisticated mobile security issues. 
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